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Disclaimer 

The content of this e-book provides an introduction and interpretation of the General Data Protection 

Regulation and is up to date as per the date of publication.  It is important to remember that the application of 

GDPR is highly specific to an individual organisation, the legislation is still very new and will also be affected by 

the new Data Protection Bill 2018.  There is no one size fits all ‘magic bullet’. 

Please be aware that this content provided for information and guidance purposes only. It should not be 

considered to be legal advice or to determine how GDPR might apply specifically to your organisation. We 

suggest that you focus on becoming familiar with the key concepts of GDPR and then seek appropriate legal 

advice as you see fit. 

How we can help 

Prior Analytics can assist with GDPR awareness training, advice about how to reconfigure your CRM database to 

adhere to best practice and we supply tools to assist with the recording of information flowing around an 

organisation to provide a risk score against that information and its flows within the organisation. 

We also provide a GDPR support toolkit which provides a set of foundation policies, checklists and training 

materials to help in your journey to compliance. 
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1. Introduction and brief history of the GDPR 

The EU General Data Protection Regulation (GDPR) is the most significant change in data privacy legislation in 

over two decades.  Over the last twenty-five years, technology has 

marched forwards at a pace that no one could have imagined back in 

the early nineties.  We now have powerful processing devices sitting 

in the palms of our hands (mobiles, tablets, laptops) and the 

computing power to process billions of pieces of data in a myriad of 

different formats.   We have witnessed the birth of Social Media and 

The Internet of Things.  So, it follows that a review of the rules of data 

privacy was long overdue and, in 2016, the EU adopted the General 

Data Protection Regulation (GDPR), which it regards as one of its 

greatest achievements in recent years. It replaces the1995 Data 

Protection Directive which was adopted at a time when the Internet 

was in its infancy. 

 

“Designed to grapple with the realities of global, ubiquitous data in the internet era, the EU’s new data 

protection legislation should provide increased legal certainty for both individuals and organisations processing 

data and greater protection for the individual in general.” 

(Ref https://edps.europa.eu/data-protection/data-protection/legislation_en) 

In 2014 The European Parliament demonstrated strong support for the GDPR by voting in plenary with 621 

votes in favour, only ten against and 22 abstentions and there was a similar result in 2016 for the enactment.  

The GDPR is already recognised as law across the EU. Member States were given two years to ensure that it is 

fully implementable in their countries by 25th May 2018.  

The text of the GDPR is divided into 99 Articles and 173 Recitals.  In law, a Recital, from the Latin word 

“recitare”, meaning: to read out, consists of an account or repetition of the details.  In EU law, a recital is a text 

that sets out reasons for the provisions of an act, while avoiding normative language and political 

argumentation. 

Usually, the Court of Justice of the European Union (CJEU) uses Recitals to establish what the Directive or 

Regulation means contextually in a given case that it is considering.  So, for example, in the case of Google 

Spain, the Court referenced the Recitals to justify the judgement that it made. 

(Ref: “C-131/12 Google Spain SL, Google Inc. v Agencia Española de Protección de Datos, Mario Costeja 

González”)  

http://curia.europa.eu/juris/document/document.jsf?text=&docid=152065&pageIndex=0&doclang=EN&mode=re

q&  

This landmark case is important because in the case of GDPR it is not only the CJEU that will use the Recitals, 

they will also be used by The European Data Protection Board (EDPB) when it ensures that the Regulation is 

applied in a consistent way across Europe.  The CJEU ruled on questions that were referred to it by a Spanish 

Court relating to the application of the Data Protection Directive and its application to search engine activities. 

https://edps.europa.eu/data-protection/data-protection/legislation_en
http://curia.europa.eu/juris/document/document.jsf?text=&docid=152065&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=257894
http://curia.europa.eu/juris/document/document.jsf?text=&docid=152065&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=257894
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The Court relied heavily on Recital 19 in the Directive’s preamble to exclude the legal form of an establishment 

in a member state as a jurisdictional shield.  The CJEU found that search engines are data Controllers with 

regard to their search results and that the data protection laws of Europe applied to their processing of EU 

citizens’ data despite the fact  that processing took place outside the EU.  This established the ‘right to be 

forgotten’ online with respect to data which is outdated and irrelevant in search results.  The exception would 

be if it can be established that it is in the public interest for the data to remain available. 

In a nutshell, when you read the GDPR, which is actually a more accessible text than you might think, don’t 

simply focus on the Articles, consider the Recitals too. It is also sensible to keep an eye on the publications of 

The Article 29 Working Party. The Working Party is the group of EU data protection authorities charged with 

agreeing on European-wide guidance on GDPR who are publishing ongoing guidelines. 

1.1. EU Directives versus Regulations in the context of GDPR 

The Privacy Directive that the GDPR replaces is only 38 pages long. By contrast, the GDPR had a four year 

gestation period, is 204 pages long and one of the most amended regulations in the history of the European 

Union.  Typically Regulations are reserved for short and uncontroversial statutes that don’t contain national 

opt-outs (referred to as derogations).  The GDPR is not a typical Regulation by its length and the number of 

derogations it contains.  However, the fact that it is still a Regulation, not a Directive, means that it is directly 

effective and immediately effective. The list below explains the statutory implications: 

 Directly effective, rather than indirectly effective 

 Must be implemented immediately for each member state 

 Opt-outs (per individual state) can only be as stipulated in the Regulation (unlike a Directive which 

could be open to member state interpretation) 

 Bear in mind that, often, a Regulation exists where a Directive has previously failed! 

The GDPR was approved and adopted by the EU Parliament in April 2016. It will be legally enforceable after a 

two-year grace period and, unlike a Directive, it will not require any further enabling legislation to be passed by 

the government; meaning it will be in force on 25th May 2018. 

1.2. But what about Brexit? 

Don’t be fooled into thinking that Brexit will make GDPR ‘go away’.  There are far too many organisations 

currently behaving like ostriches! Given the looming deadline, action is required now.  If you process personal 

data about individuals in EU countries, then you will need to comply with the GDPR, regardless of whether or 

not the UK retains the GDPR post-Brexit.  It is realistic to expect that any post Brexit legislation will largely 

follow the GDPR, given the support previously provided to the GDPR by the Information Commissioners’ Office 

(ICO) and UK Government as an effective privacy standard.  The GDPR  provides a clear standard against which 

UK business can seek continued access to the EU digital market.   Besides which, GDPR will become enforceable 

before the UK leaves the EU.  The UK Data Protection Act 2018 is being passed through Parliament and will 

clarify some elements when it finally becomes law.  

1.3. Who needs to be GDPR compliant? 

The GDPR applies to all organisations located within the EU.  However, worldwide data privacy laws refer to 

domicile, residence, citizenship and location to define who is protected.  It is important to understand that the 
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GDPR uses location for almost every purpose.  In this respect, GDPR will also apply to organisations located 

outside the EU if they offer either goods or services to, or monitor the behaviour of EU data subjects. It applies 

to all companies processing and holding the personal data of data subjects residing in the European Union, 

regardless of the company’s location.  It’s interesting that ‘monitoring’ has no formal definition but includes 

profiling and tracking.  So the inference is that GDPR will apply to any organisation who has customers or 

prospects or indeed anyone that they happen to be holding, processing data for or profiling/monitoring who 

happen to have their feet on European soil!  

There appears to be a general misconception that organisations with fewer than 250 employees are exempt 

from GDPR and this is luring some SMEs into a sense of false security. The only time the Articles make 

concessions for organisations with fewer than 250 employees is in Article 30 – which relates to Records of 

processing activities. Most organisations will still be required to keep records of processing activities that 

should contain: 

 the name and contact details of the Controller 

 the reason for the processing and a description of the type of personal data or category of data, 

 how long the data will be kept before it will be deleted 

 some other requirements which will be discussed later in this paper. 

The Regulation does appear to allow SMEs some leeway in the degree of documentation and record keeping 

that they are required to undertake about information processes provided they do not present a significant risk 

to data subjects.  There’s no definitive guideline as yet – that is a ‘watch this space’ for the Working Party.  

However, it seems reasonable to expect that if you are a small trader that occasionally processes personal data, 

you may well not be required maintain such an extensive information governance framework as a marketing 

services firm working as a data processor whose core activity is sending out email shots.  All that said, it will still 

be useful to undertake records of processing regardless of organisation size to ensure that the requirements of 

other Articles are fulfilled and the overall organisational risk in, terms of data, is monitored and documented. 

1.4. What does GDPR compliance mean in practice? 

There is currently no formal certification or accreditation for GDPR for an organisation to achieve a ‘magic 

bullet’ of GDPR compliance. There’s a huge level of misunderstanding about GDPR; it involves process, people, 

systems, technology and security. So, while applying the latest update to a database software application is the 

correct approach because it will include the latest security patches, you cannot simply ‘patch your applications’ 

to achieve GDPR compliance. It is just not that simple, so you should be wary of anyone who says that it is.  

Ultimately, if an organisation misuses, leaks or loses any personal data, the ICO will take into account the 

security, processes, workflows and safeguards that were established for GDPR when determining the size of any 

fine. 

While Point 5 of Article 30 does state that the requirements will not apply to an enterprise or an organisation 

employing fewer than 250 persons, it makes an exception if the processing it carries out is likely to result in a 

risk to the rights and freedoms of data subjects, the processing is not occasional, or the processing includes 

special categories. Therefore, a company that processes data on a regular basis or processes special category 

content such as racial, political or genetic (and others listed in Article 9) material, even if quite small, will not be 

excluded from this requirement.  There are also strict rules about children which will bring schools and 
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educational establishments automatically into the scope of GDPR. It will also affect charities that store or 

process data about their younger supporters. 

 

1.5. What are the penalties for non-compliance? 

Organisations can be fined up to 4% of annual global turnover for breaching GDPR or €20 Million (whichever is 

the greater). The most serious of infringements will attract the maximum fines because they are approached via 

a tiered structure.  A company can be fined 2% for not having their records in order (Article 28), not notifying 

the supervising authority and data subject about a breach or not carrying out the correct impact assessment. It 

is important to note that these rules apply to both Controllers and processors -- meaning 'Clouds', which many 

have mistakenly believed to be some “quick fix” will not be exempt from GDPR enforcement. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-83-general-conditions-for-imposing-administrative-fines-

GDPR.htm#4  

 

http://www.privacy-regulation.eu/en/article-83-general-conditions-for-imposing-administrative-fines-GDPR.htm#4
http://www.privacy-regulation.eu/en/article-83-general-conditions-for-imposing-administrative-fines-GDPR.htm#4
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2. Key differences between the Data Protection Directive (DPD) and 

GDPR at a glance 

2.1. A redefinition of personal data 

Under the DPD, personal data was identified as an individual’s name, photo, email address, identification 

number (bank, national insurance etc.). Under the GDPR data such as IP addresses, mobile device identifiers, 

geolocation service and biometric data (fingerprints, typing patterns, retina scans, etc.) will constitute personal 

data. In addition, the data subject’s psychological, genetic, mental, cultural, economic, or social identity are also 

covered by the GDPR. Though this change is viewed in a very positive way by privacy advocates, it is regarded 

with trepidation by those responsible sales and marketing. In a nutshell, it means that the common practice of 

‘profiling’ which leads to recording a snapshot of an individual’s preferences through the use of cookies, 

analysis of purchase history and similar such items will longer be acceptable under the GDPR without the 

specific consent of the data subject. 

2.2. Enhanced rights for data subjects  

A key area of change under the GDPR relates to individual rights. The GDPR refreshes the existing rights of data 

subjects by clarifying and extending them.   In addition the GDPR ‘soups up’ the DPD by adding three new 

rights: the “right to be forgotten”, “right to restriction of processing” and the “right to data portability”. 

2.3. The roles of data processors and data Controllers 

Both the DPD and GDPR differentiate between data Controllers and data processors. Clause 30(1)(a) of the DPD, 

defines a Controller as the individual that “determines the purposes and means of the processing of personal 

data”, while Clause 30(3) states that a processor is “any person who processes personal data on behalf of the 

Controller (other than a person who is an employee of the Controller)”. The DPD then further regulates the 

relationship between the Controller and processor by stating the expectations and requirements of both 

parties. 

Under the current Data Protection Act, the data processor has no statutory obligations: their obligations are 

contractually linked to the Controller. Under GDPR Data processors are given specific obligations so if a 

processor fails to report a data breach to the Controller, then the processor can be subject to regulatory action 

from the ICO which is not an action that is permitted under the current Data Protection Act. 

2.4. Information security and governance 

The current DPD does not explicitly advocate 'privacy by design' or 'privacy by default', nor is there an emphasis 

that privacy should be of significant consideration at the design stage of a project. The Directive does impose 

obligations on the data Controller to implement appropriate technical and organisational measures to protect 

personal data against unlawful processing.  Under GDPR, there is a requirement that systems and processes 

consider compliance with the regulation at the project initiation stage. 

 

 



 

Page 7 of 33 26-Mar-18 

 

2.5. Breach notifications and fines  

Under DPD, EU member states are free to adopt different data breach 

notification laws. If a company suffered an EU breach then they would need to 

understand how to comply with the various laws of each member state. GDPR 

is intended to harmonise this so that there will be only a single requirement to 

follow.  

Data Controllers are mandated to notify the supervisory authority of a 

personal data breach within 72 hours of learning about the breach.  

Fines are much tougher under GDPR than they were under DPD.  

Organisations can be fined up to 4% of annual global turnover for breaching 

GDPR or €20 Million (whichever is the greater). 

2.6. Geographical considerations – a worldwide law? 

The geographical basis that underpins the way in which the GDPR is written is hugely significant and means 

that organisations believing themselves to be exempt by virtue of being based outside the EU will still fall foul 

of it because of the wording. The GDPR states that even if the Controller or processor is not established in the 

EU the regulation still applies to the processing of “personal data of subjects located in the EU,”.  

The physical location of the organization is irrelevant unless the company can guarantee that they will never 

market to a data subject who will ever set foot on European soil!  It is this provision in the GDPR that gives it 

such global reach. The DPD was not nearly as extensive in this respect and that is partially because it did not 

consider digital data such as IP addresses to be personal data. 
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3. Important terminology and key definitions 

3.1. What is personal data (Article 4)? 

The GDPR’s definition of personal data can be found in Article 4.  It is much broader than the definition in the 

DPD. Article 4 states that ‘personal data’ means any information relating to an identified or identifiable natural 

person (‘data subject’)”.  An identifiable natural person is one who can be identified, directly or indirectly, in 

particular by reference to an identifier such as a name, an identification number, location number, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or 

social identity of that natural person. 

The data subject sits right at the heart of the GDPR.  The data subject is the identified or identifiable natural 

person to whom the personal data refers, and the GDPR is designed to protect.   

By itself, the name Bob Jones may not always be personal data because many individuals share the same name. 

However, if the name is combined with other information (such as an address, a place of work, or email 

address), this will usually be sufficient to identify one individual clearly.  You should also remember that you do 

not need to have a name to identify someone.  Think about fingerprints, facial recognition – these all constitute 

personal data as does CCTV footage. This means that, under certain circumstances, personal data now includes 

online identifiers such as IP addresses and mobile device IDs. Similarly, the GDPR introduces the concept of 

‘pseudonymous data’ which means personal data that has been subject to technological measures (for instance, 

hashing or encryption).  In this case, suppose that a piece of software analyses the typing patterns of its users to 

the extent that it can identify them (referred to as de-anonymisation). In this case, it would fall within the scope 

of Article 4’s definition and be subject to GDPR as a result. 

GDPR stipulates that personal data can only be used for the purpose or purposes or which it is collected, and 

this must be stated at the time of collection.  If an organisation has collected information for a specific purpose, 

for example, to register a warranty for a customer, they cannot simply sell that data on to other companies 

without the data subject’s prior knowledge and consent. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm  

3.2. Special categories (sensitive personal data') Article 9 

This ‘special category of data’ was referred to in the Privacy Directive but has been expanded upon in GDPR.  

It encompasses the 'processing of personal data, revealing racial or ethnic origin, political opinions, religious or 

philosophical beliefs, trade-union membership, and the processing of genetic data and biometric data to 

uniquely identify a person or data concerning health or sex life and sexual orientation shall be prohibited.' 

Article 9(1)  

Criminal convictions and offences data are restricted under Article 10, and there are discussions in Recitals 10, 

51, 52, 53, 54, 71, 80, 91, 97. However, Criminal law lies outside the EU's legislative competence, so data relating 

to criminal offences are therefore treated separately from Sensitive Personal Data. 

http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm
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The overriding message here is that Data Controllers should approach this sort of data with extreme caution. 

For organisations that process genetic or biometric data, those data are now expressly categorised as ‘Sensitive 

Personal Data’, and will, therefore, be subject to additional protections and restrictions. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-9-processing-of-special-categories-of-personal-data-GDPR.htm  

3.3. What is data processing (Articles 4 and 5) 

According to Article 4(2): ''processing' means any operation or set of operations which is performed upon 

personal data or sets of personal data, whether or not by automated means, such as collection, recording, 

organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by 

transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or 

destruction;'  

So, in this respect, data processing means more or less, everything you could think of and then some!  

Article 5 of the GDPR requires that personal data shall be: 

a) processed lawfully, fairly and in a transparent manner in relation to individuals; 

b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is 

incompatible with those purposes; further processing for archiving purposes in the public interest, 

scientific or historical research purposes or statistical purposes shall not be considered to be 

incompatible with the initial purposes; 

c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are 

processed; 

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that 

personal data that are inaccurate, having regard to the purposes for which they are processed, are 

erased or rectified without delay; 

e) kept in a form which permits identification of data subjects for no longer than is necessary for the 

purposes for which the personal data are processed; personal data may be stored for longer periods 

insofar as the personal data will be processed solely for archiving purposes in the public interest, 

scientific or historical research purposes or statistical purposes subject to implementation of the 

appropriate technical and organisational measures required by the GDPR in order to safeguard the 

rights and freedoms of individuals; and 

f) processed in a manner that ensures appropriate security of the personal data, including protection 

against unauthorised or unlawful processing and against accidental loss, destruction or damage, using 

appropriate technical or organisational measures.” 

Article 5(2) requires that:  “the Controller shall be responsible for, and be able to demonstrate, compliance with 

the principles.”  

 

http://www.privacy-regulation.eu/en/article-9-processing-of-special-categories-of-personal-data-GDPR.htm
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EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm  

http://www.privacy-regulation.eu/en/article-5-principles-relating-to-processing-of-personal-data-GDPR.htm  

3.4. The Data Controller (Article 4) 

From Article 4(7): ''Controller' means the natural or legal person, public authority, agency or any other body 

which alone or jointly with others determines the purposes and means of the processing of personal data; 

where the purposes and means of processing are determined by Union law or Member State law, the Controller 

or the specific criteria for his nomination may be designated by Union law or by Member State law.  The key 

message here is that GDPR legal liability is not out-sourced, only multiplied. 

3.5. Data Processor v Data Controller? (Article 4) 

A Controller determines the purposes, conditions and means of the processing of personal data.   The 

Processor does the actual processing of personal data on behalf of the Controller.  Article 4(8)  "Processor" 

means a natural or legal person, public authority, agency or any other body which processes personal data on 

behalf of the Controller. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm  

3.6. What constitutes profiling? 

Profiling can be considered to be “any form of automated processing of personal data consisting of the use of 

personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or 

predict certain aspects concerning that natural person’s performance at work, economic situations, health, 

personal preferences, interests, reliability, behaviour, location or movement”. Recital 72 of the GDPR states that 

the EDPB may publish further guidance on profiling.  

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/recital-72-GDPR.htm  

3.7. Mapping your information processing (ICO guidance) 

The official DPO guidelines suggest that to help you decide what you need to include you should map out how 

your information flows through your organisation and how you process it, recognising that you might be doing 

several types of processing. You should work out: 

 what information you hold that constitutes personal data (so in databases, any fields, detail items, 

notes, and so forth). 

 what you do with the personal data you process; (so do you email, mail, call, share with third parties?) 

 what you actually need to carry out these processes - a privacy impact assessment can help you to 

answer this question; 

 whether you are collecting the information you need; or more than you need. 

http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm
http://www.privacy-regulation.eu/en/article-5-principles-relating-to-processing-of-personal-data-GDPR.htm
http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm
http://www.privacy-regulation.eu/en/recital-72-GDPR.htm
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 whether you are creating derived or inferred data about people, for example by profiling them; and 

 whether you will be likely to do other things with it in the future – this can be particularly important if 

you are undertaking a large-scale analysis of data, as in big data analytics – be wary here, ‘big data’ 

may not be as big as we think.  Any sort of automated processing of data, for example, attaching tracks 

in your database to initiate certain subsequent actions – e.g. send an email, will need to be examined. 

ICO Guidance: 

https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-

control/?template=pdf&patch=33  

3.8. Data protection impact assessments (PIAs) 

A Data Protection Impact Assessment, (PIA), is an assessment to identify and minimise any non-compliance 

risks. The promotion of PIAs is not a new concept as the current regulatory recommendations advocate their 

use. However, the GDPR formalises rather than recommends this requirement.  Specifically, data Controllers 

must ensure that a PIA has been run before starting any processing activity that is deemed to be “high risk”. 

High-risk processing activities would include (i) systematic and extensive processing activities, including 

profiling on individuals, (ii) large-scale processing of sensitive data or criminal convictions or offence details or 

(iii) large-scale, systematic monitoring of public areas (CCTV). 

Draft guidance from WP29 advises other factors that may increase risk, including the presence of vulnerable 

data subjects (these would include children and employees), matching up or combining sets of data in 

unexpected ways from the perspective of the data subjects, daily transfers outside the EU, and any sort of 

processing that is likely to deny an individual a right to access a contract or a service.  

The minimum stipulations that a PIA should include under GDPR are as follows: 

 the intended purposes of processing alongside a description of the envisaged processing operations 

and  

 An assessment of (a) the need for and proportionality of the processing and (b) the risks to data 

subjects (which should be viewed from the perspective of data subjects) alongside a list of the 

measures envisaged to (i) mitigate risks and (ii) ensure compliance with the GDPR. 

 If a DPO has been appointed (see Chapter 8), his/her advice on the carrying out of the PIA must be 

sought. 

 There is no prescribed format for a PIA, and numerous templates already exist. Interestingly, WP29 

draft guidelines on this topic take account of two relevant ISO documents - one on PIAs in an 

information security context and the other on risk management.  The ICO has published a suggested 

template available from this link https://ico.org.uk/media/about-the-ico/consultations/2258461/dpia-

template-v04-post-comms-review-20180308.pdf  

 Where risks cannot be mitigated and so risk remains high it will be necessary to consult with the 

supervisory authority.  Specific procedural directions for this process are contained within the GDPR. 

 While conducting a PIA, Controllers are told to seek the views of affected data subjects “or their 

representatives” where appropriate. In the context of the processing of employee data, this can be 

interpreted as an obligation to consult with Trade Unions.  

https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/?template=pdf&patch=33
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/?template=pdf&patch=33
https://ico.org.uk/media/about-the-ico/consultations/2258461/dpia-template-v04-post-comms-review-20180308.pdf
https://ico.org.uk/media/about-the-ico/consultations/2258461/dpia-template-v04-post-comms-review-20180308.pdf
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3.9. Data protection by “design and by default” (Article 25) 

“Privacy by design” has always been an implicit requirement of data protection that the ICO has consistently 

championed.  By imposing a specific 'privacy by design' requirement, the GDPR expands upon the existing 

legislation by specifying that organisations should ensure that they employ appropriate technical and 

organisational measures to ensure that privacy and the protection of data are planned from the outset rather 

than being considered afterwards. The GDPR creates a general obligation to implement data protection and 

privacy by “design and default” and a requirement to show that you have considered and integrated data 

protection into your processing activities. 

The ICO has published guidance on privacy by design and is still working to update this guidance to reflect the 

new provisions of the GDPR.  However, the key elements will remain valid: 

“The ICO encourages organisations to ensure that privacy and data protection is a key consideration in the early 

stages of any project, and then throughout its lifecycle. For example when: 

 building new IT systems for storing or accessing personal data; 

 developing legislation, policy or strategies that have privacy implications; 

 embarking on a data sharing initiative; or 

 using data for new purposes.” 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-25-data-protection-by-design-and-by-default-GDPR.htm  

http://www.privacy-regulation.eu/en/article-25-data-protection-by-design-and-by-default-GDPR.htm
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4. Seven foundational principles of privacy by design 

The ICO suggests that UK data Controllers become familiar with the seven foundation principles of privacy by 

design published by The Information & Privacy Commissioner of Ontario (IPC).   The IPC has taken a leading 

role in developing the privacy by design concept, establishing seven ‘foundational principles of privacy by 

design’.  

The full document can be downloaded from this  link:  

https://www.ipc.on.ca/wp-content/uploads/2013/09/pbd-primer.pdf  

The key foundation principles are reproduced below as referenced from in this text. 

The seven foundational principles of privacy by design have proven to be a valuable resource for individuals 

and organisations around the world. Since the passing of this international resolution they have been  

translated into 31 official languages.   The objectives of privacy by design — ensuring privacy protection and 

gaining personal control over one’s own information and, for organisations, gaining a sustainable competitive 

advantage — may be accomplished by practising the 7 Foundational Principles:  

1. Proactive not reactive; preventative not remedial  

The privacy by design approach is characterised by proactive rather than reactive measures. It anticipates and 

prevents privacy invasive events before they happen. Privacy by design does not wait for privacy risks to 

materialize, nor does it offer remedies for resolving privacy infractions once they have occurred — it aims to 

prevent them from occurring. In short, Privacy by design comes before-the-fact, not after.  

2. Privacy as the default setting  

We can all be certain of one thing — the default rules! Privacy by design seeks to deliver the maximum degree 

of privacy by ensuring that personal data are automatically protected in any given IT system or business 

practice. If an individual does nothing, their privacy still remains intact. No action is required on the part of the 

individual to protect their privacy — it is built into the system, by default.  

3. Privacy embedded into design  

Privacy by design is embedded into the design and architecture of IT systems and business practices. It is not 

bolted on as an add-on, after the fact. The result is that privacy becomes an essential component of the core 

functionality being delivered. Privacy is integral to the system, without diminishing functionality.  

4. Full functionality — Positive-sum, not zero-sum  

Privacy by design seeks to accommodate all legitimate interests and objectives in a positive-sum win-win 

manner, not through a dated, zero-sum approach, where unnecessary trade-offs are made. Privacy by design 

avoids the pretence of false dichotomies, such as privacy vs. security – demonstrating that it is possible to have 

both.  

5. End-to-end security — Full lifecycle protection  

Privacy by design, having been embedded into the system prior to the first element of information being 

collected, extends securely throughout the entire lifecycle of the data involved — strong security measures are 

essential to privacy, from start to finish. This ensures that all data are securely retained, and then securely 

https://www.ipc.on.ca/wp-content/uploads/2013/09/pbd-primer.pdf
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destroyed at the end of the process, in a timely fashion. Thus, Privacy by design ensures cradle to grave, secure 

lifecycle management of information, end-to-end.  

6. Visibility and transparency — Keep it open  

Privacy by design seeks to assure all stakeholders that whatever the business practice or technology involved, it 

is in fact, operating according to the stated promises and objectives, subject to independent verification. Its 

component parts and operations remain visible and transparent, to users and providers alike. Remember, trust 

but verify.  

7. Respect for user privacy — Keep it user-centric  

Above all, Privacy by design requires architects and operators to protect the interests of the individual by 

offering such measures as strong privacy defaults, appropriate notice, and empowering user-friendly options. 

Keep it user-centric. Trilogy of Applications Privacy by design provides a method for proactively embedding 

privacy into information technology, 
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5. Privacy Notices (Article 13) 

Providing privacy information is a requirement of the current Data Protection Act, and this is the reasoning and 

rationale that currently exists and has been extended and enhanced under GDPR. 

5.1. Why should you provide effective privacy information? 

A privacy notice is the information that must be provided by the data Controller to the data subject when the 

personal data is provided.) 

ICO Guidance Reference: 

https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-

control/?template=pdf&patch=34 

 Following good practice in providing privacy notices helps you to deal with people in a clear and 

transparent way and empower them. This makes good sense for any organisation and is key to 

developing trust with customers or citizens. 

 If you empower individuals to manage what you do with their personal data, giving them more choice 

and integrating preference management tools, such as a privacy dashboard, with your privacy notice 

you may be able to obtain more useful information from them. 

 If individuals are able to exercise real choice over what is done with their personal data, you can be 

more confident that people have provided informed consent for their information to be used, if this is 

the legal basis you are relying on. 

 By taking this approach, you are firstly acting more openly and, in a data protection sense, more fairly, 

but you are also able to use data more effectively. 

 As digital interaction with consumers becomes the norm, privacy notices should be seen as flexible and 

deliverable via a number of mechanisms, often in combination. Following the good practice approach 

described here means that information can be provided at different times and at appropriate points 

during an organisation’s interaction with their customer. 

 The value of personal data is increasing, and technology is rapidly developing. Personal data can be 

manipulated and used in increasingly sophisticated ways and sometimes on a large scale. Also, 

individuals often express general concerns about how their information is used, but at the same time, 

they often find it difficult to engage with privacy notices. This leaves them uninformed about how their 

information is being used and sometimes feeling treated unfairly. 

 It is an ongoing challenge for organisations to provide meaningful and effective information in this 

context but it must be addressed in order to comply with data protection law. To get this right, it’s 

essential to identify the target audience and gauge the means of communication and the language 

and tone that is most appropriate to them, whilst keeping in mind the way that their personal data is 

being used. 
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5.2. What should be included? 

At the very least, privacy notices exist to explain clearly to data subjects: 

 who you are; what you are going to do with their information 

 who it will be shared with. 

You should give individuals more detail if you feel that further clarification is required to make the information 

more transparent.  

The ICO discusses privacy notices in the context of GDPR by stating that, ‘being transparent by providing a 

privacy notice is an important part of fair processing. You can’t be fair if you are not being honest and open 

with regards to who you are and what you actually intend to do with the data that you are collecting’. 

You should consider the following questions when writing a privacy notice: 

 What information is being collected and by whom? 

 How is it being collected and why? 

 What is the intended use?  

 Who will it be shared with? 

 What will be the impact of this on the individuals concerned? 

 Is the intended use likely to cause individuals to object or complain? 

ICO Guidance:  

Ref: https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-

control/privacy-notices-under-the-eu-general-data-protection-regulation/  

 

https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/privacy-notices-under-the-eu-general-data-protection-regulation/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/privacy-notices-under-the-eu-general-data-protection-regulation/
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6. Routes to lawful processing (Article 6) 

 

Under the GDPR, if a business wants to process personal data it can only do so if it can satisfy at least one of 

the following conditions in relation to that personal data. 

Article 6(1) of the GDPR states that 'Processing of personal data shall be lawful only if and to the extent that at 

least one of the following applies: 

 

Consent – the data subject 

whom the personal data is 

about has consented to the 

processing 

Contractual – processing is 

necessary for the 

performance of a contract 

with the data subject or to 

take steps to enter into a 

contract 

Legal obligation – 

processing is necessary for 

compliance with a legal 

obligation 

Vital interests – 

processing is necessary to 

protect the vital interests of 

the data subject or another person 

Public tasks – processing is necessary for the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the business 

Legitimate interests – processing is necessary for purposes of legitimate interests pursued by the business or a 

third party, except where such interests are overridden by the interests, rights or freedoms of the data subject. 

When selecting a lawful pathway to data processing, you should remember that the burden of proof of proving 

each of the above routes lies on the Controller.  Neither the Regulator nor the data subject must prove 

anything.  

The default position is that all data processing is unlawful unless proved to be otherwise. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-6-lawfulness-of-processing-GDPR.htm  

http://www.privacy-regulation.eu/en/article-6-lawfulness-of-processing-GDPR.htm
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7. Consent (Article 7) 

 

The GDPR raises the bar for consent.  The rationale is that gaining the relevant consents should put individuals 

in control, build customer trust and engagement, and enhance your reputation. Consent means offering 

individuals genuine choice and control. 

Consent requires a positive opt-in - you cannot simply put pre-ticked boxes or any other method of consent on 

a web form or email as, by default, they are barred. 

Children under 13 can never give consent to the processing of personal data required for online services (e.g. 

for a social media account). Children 16 and over can consent themselves.  In between, the default is parental 

consent unless the Member States legislate to reduce the age threshold.  In the UK, the age is typically 13. 

7.1. Guidelines for consent  

 Explicit consent requires a very clear and specific statement of consent. 

 Keep your consent requests separate from other terms and conditions. 

 Be specific and granular. Vague or blanket consent is not enough. 

 Be clear and concise. 

 Name any third party Controllers who will rely on the consent. 

 Make it easy for people to withdraw consent and tell them how. 

 Keep evidence of consent – who, when, how, and what you told people. 

 Keep consent under review, and refresh it if anything changes. 

 Avoid making consent a precondition of a service. 

 Public authorities and employers will find using consent difficult. 

7.2. Checklist for consent 

 We have checked that consent is the most appropriate lawful basis for processing.  

 We have made the request for consent prominent and separate from our terms and conditions.  

 We ask people to positively opt-in. 

 We don’t use pre-ticked boxes or any other type of consent by default. 

 We use clear, plain language that is easy to understand.  

 We specify why we want the data and what we’re going to do with it. 

 We give granular options to consent to independent processing operations. 

 We have named our organisation and any third party Controllers who will be relying on the consent. 

 We tell individuals they can withdraw their consent. 

 We ensure that the individual can refuse to consent without detriment. 

 We don’t make consent a precondition of a service. 

 If we offer online services directly to children, we only seek consent if we have age-verification and 

parental-consent measures in place. 

7.3. Recording consent 

 We keep a record of when and how we got consent from the individual. 

 We keep a record of exactly what they were told at the time.  
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7.4. Managing consent 

 We regularly review consents to check that the relationship, the processing and the purposes have not 

changed. 

 We have processes in place to refresh consent at appropriate intervals, including any parental 

consents. 

 We use privacy dashboards or other preference-management tools as a matter of good practice. 

 We make it easy for individuals to withdraw their consent at any time, and publicise how to do so. 

 We act on withdrawals of consent as soon as we can. 

 We don’t penalise individuals who wish to withdraw consent. 

7.5. Consent - references and further reading: 

ICO Guidance Reference: 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-

processing/consent/  

EU General Data Protection Regulation (EU-GDPR) References: 

Articles 4(11) 6(1)(a) 7, 8 and 9(2(a)) 

http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm  

http://www.privacy-regulation.eu/en/article-6-lawfulness-of-processing-GDPR.htm  

http://www.privacy-regulation.eu/en/article-7-conditions-for-consent-GDPR.htm  

http://www.privacy-regulation.eu/en/article-8-conditions-applicable-to-child's-consent-in-relation-to-

information-society-services-GDPR.htm 

http://www.privacy-regulation.eu/en/article-9-processing-of-special-categories-of-personal-data-GDPR.htm  

Recitals 32, 33, 42 and 43 

 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/
http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm
http://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm
http://www.privacy-regulation.eu/en/article-6-lawfulness-of-processing-GDPR.htm
http://www.privacy-regulation.eu/en/article-7-conditions-for-consent-GDPR.htm
http://www.privacy-regulation.eu/en/article-8-conditions-applicable-to-child's-consent-in-relation-to-information-society-services-GDPR.htm
http://www.privacy-regulation.eu/en/article-8-conditions-applicable-to-child's-consent-in-relation-to-information-society-services-GDPR.htm
http://www.privacy-regulation.eu/en/article-9-processing-of-special-categories-of-personal-data-GDPR.htm
http://www.privacy-regulation.eu/en/recital-32-GDPR.htm
http://www.privacy-regulation.eu/en/recital-33-GDPR.htm
http://www.privacy-regulation.eu/en/recital-42-GDPR.htm
http://www.privacy-regulation.eu/en/recital-43-GDPR.htm
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8. Children (Article 8) 

The importance of protecting children is emphasised several times within the GDPR.  The main provision about 

children is Article 8, which requires parental consent to be obtained for information society services offered 

directly to a child under the age of 16. This age is not ‘cast in stone’ and can be set as low as 13 by a Member 

State. The UK will likely adopt this age all though there is some pressure from the House of Lords to apply 

stricter age restrictions.   France and many other European countries tend to favour the higher age limit of 16. 

Directive 95/46/EC (the “Data Protection Directive”) did not contain any specific restrictions on processing 

children’s data, and rules on children’s ability to consent have traditionally been drawn from national laws.  

Under GDPR, Article 8(2) states that: 

“The Controller shall make reasonable efforts to verify in such cases that consent is given or authorised by the 

holder of parental responsibility for the child, taking into consideration available technology.” 

Article 12 of the GDPR states that it is important to ensure that information provided to data subjects is concise, 

transparent and in plain language.   It adds emphasis that this is “in particular for any information addressed 

specifically to a child”.  

Recital 58 clarifies this further by stating that “Given that children merit specific protection, any information and 

communication, where processing is addressed to a child, should be in such a clear and plain language that the 

child can easily understand.” 

Article 6(1)(f) of the GDPR states that the rights and freedoms of a data subject may “in particular” override the 

interests of the Controller or third party where the relevant data subject is a child.  

The term “child” is not specifically defined by the GDPR so notices directed at teens and young adults should be 

specifically addressed by data Controllers when considering how to draft and display notices. 

Article 57 of the GDPR which relates to ‘Tasks’ states: 

“Without prejudice to other tasks set out under this Regulation, each supervisory authority shall on its territory: 

(a) monitor and enforce the application of this Regulation; 

(b) promote public awareness and understanding of the risks, rules, safeguards and rights in relation to 

processing. Activities addressed specifically to children shall receive specific attention;” 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-8-conditions-applicable-to-child's-consent-in-relation-to-

information-society-services-GDPR.htm  

http://www.privacy-regulation.eu/en/article-8-conditions-applicable-to-child's-consent-in-relation-to-information-society-services-GDPR.htm
http://www.privacy-regulation.eu/en/article-8-conditions-applicable-to-child's-consent-in-relation-to-information-society-services-GDPR.htm
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9. The rights of the data subject (Articles 12 to 23) 

The GDPR provides the following rights for individuals: 

 The right to be informed 

 The right of access 

 The right to rectification 

 The right to erase 

 The right to restrict processing 

 The right to data portability 

 The right to object 

Rights in relation to automated decision making and profiling.  

9.1. The right to be informed 

The right to be informed (from Article 15) emphasises the need to provide transparency and fairness when 

processing information.  A privacy notice will typically advise this.  

 The writing of the notice should be concise, transparent, intelligible and easily accessible; 

 Written in clear and plain language, particularly if addressed to a child 

 It must be free of charge. 

The information you supply will be determined by whether or not you obtained the personal data directly from 

individuals. The ICO provides a table based checklist to show what is required in the case of data that was 

obtained directly from the data subject and data that was indirectly obtained 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-

rights/right-to-be-informed/  

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-15-right-of-access-by-the-data-subject-GDPR.htm  

9.2.  The right of access 

The right of access grants individuals the right to access their personal data and supplementary information.  It 

also allows them to be aware of and verify the lawfulness of the processing. 

Rights are as follows: 

 Individuals may confirm that their data is being processed; 

 Be granted access to their personal data; and 

 other supplementary information – this largely corresponds to the information that should be provided 

in a privacy notice (Article 15). 

 

EU General Data Protection Regulation (EU-GDPR) References: 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
http://www.privacy-regulation.eu/en/article-15-right-of-access-by-the-data-subject-GDPR.htm
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http://www.privacy-regulation.eu/en/article-15-right-of-access-by-the-data-subject-GDPR.htm  

9.3. The right of rectification  

The right of rectification means that an individual can have their data corrected if they deem it to be inaccurate 

or incomplete. Organisations must respond to a rectification request within one month if it is straightforward. It 

can be extended by two months where the request is complex. You must inform related third parties where 

possible if the personal data is disclosed to them also. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-16-right-to-rectification-GDPR.htm  

9.4. The right to erasure/right to be forgotten 

The right to erasure (right to be forgotten) means that there should be procedures in place for removing or 

deleting personal data easily and securely where there is no essential reason for possession and continued 

processing. Specific circumstances stated by the ICO include: 

 Where the personal data is no longer necessary in relation to the purpose for which it was originally 

collected/processed. 

 When the individual withdraws consent. 

 When the individual objects to the processing and there is no overriding legitimate interest for 

continuing the processing. 

 The personal data was processed unlawfully. 

 It is necessary to erase the personal data to comply with a legal obligation. 

 The personal data is processed in relation to the offer of information society services to a child. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-17-right-to-erasure-right-to-be-forgotten'-GDPR.htm  

9.5. The right to restrict processing 

The right to restrict processing allows individuals to block or restrict the processing of their data.  If this right is 

invoked, it is permitted to store the personal data, but not to process it further.  Sufficient information may be 

retained  about the individual to ensure that the restriction is respected in future. 

The processing of personal data should be restricted in these instances: 

 Where a data subject contests the accuracy of the personal data, processing should be restricted until 

the accuracy of the personal data has been verified. 

 If a data subject has objected to the processing (where it was necessary for the performance of a public 

interest task or purpose of legitimate interests), then you should restrict processing whilst considering 

whether the legitimate grounds of the organisation supercede those of the data subject. 

 When processing is unlawful, and the data subject vetoes erasure and asks for restriction of processing 

as an alternative. 

http://www.privacy-regulation.eu/en/article-15-right-of-access-by-the-data-subject-GDPR.htm
http://www.privacy-regulation.eu/en/article-16-right-to-rectification-GDPR.htm
http://www.privacy-regulation.eu/en/article-17-right-to-erasure-'right-to-be-forgotten'-GDPR.htm
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 If there is no further requirement for the personal data but the data subject requests retention for the 

purpose of establishing, exercising or defending a legal claim. 

It may be necessary to thoroughly review procedures in order to establish where you may be required to 

restrict the processing of personal data. 

If you have disclosed the personal data in question to third parties, you must inform them about the restriction 

on the processing of the personal data, unless it is impossible or involves disproportionate effort to do so. 

You must inform individuals when you decide to lift a restriction on processing. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-18-right-to-restriction-of-processing-GDPR.htm  

9.6. The right to data portability 

Data portability allows individuals to obtain and reuse their personal data across different services.  It is not a 

universal right and only applies: 

 to personal data that an individual has provided to a Controller; 

 where the processing is based on the consent of the data subject or for the performance of a contract; 

and the processing should be automated. 

The aim here is to allow data subjects to copy, move or transfer personal data safely and securely from one IT 

infrastructure to another without affecting its usability. An example would be the necessity for a customer to be 

able to quickly and easily download account transaction details from an online customer portal. Personal data 

must be provided in a commonly used, structured and machine-readable format (like CSV files) so other 

organisations can use it and must be provided free of charge. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-20-right-to-data-portability-GDPR.htm  

9.7. The right to object 

The right to object means individuals have the right to object to direct marketing (including profiling).  

However, organisations that have access to personal data will still be able to process it, if they, in turn, have 

“compelling” and “legitimate” grounds to continue the processing.  Because the balance has now tipped in 

favour of the data subject, the right to object should be made clear at the first point of communication 

(typically via the privacy notice). 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-21-right-to-object-GDPR.htm  

9.8. Rights related to automated decision making and profiling 

If any of your processing operations constitute automated decision making including profiling (such as the sort 

of systems used by credit reference agencies), individuals have the right not to be subject to an automated 

http://www.privacy-regulation.eu/en/article-18-right-to-restriction-of-processing-GDPR.htm
http://www.privacy-regulation.eu/en/article-20-right-to-data-portability-GDPR.htm
http://www.privacy-regulation.eu/en/article-21-right-to-object-GDPR.htm
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decision. In this situation they must be able to obtain human intervention, express their point of view, obtain an 

explanation of the decision and also challenge it. The right does not apply if the automated decision is a 

contractual necessity between you and the person, if law authorises it, or if based on explicit consent.  

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-22-automated-individual-decision-making-including-profiling-

GDPR.htm  

http://www.privacy-regulation.eu/en/article-22-automated-individual-decision-making-including-profiling-GDPR.htm
http://www.privacy-regulation.eu/en/article-22-automated-individual-decision-making-including-profiling-GDPR.htm
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10. The Data Protection Officer (DPO) – Article 37  

A Data Protection Officer (DPO) is tasked with formal responsibility for data 

protection compliance within an organisation.  The appointment of a DPO 

under the EU General Data Protection Regulation (GDPR) is made 

mandatory when the organisation is a public authority or body, or when the 

organisation’s core activities consist of either: 

 Data processing operations that require regular and systematic 

monitoring of data subjects on a large scale; or 

 Large-scale processing of special categories of data (examples 

include sensitive data such as health, religion, race, sexual orientation, etc.) 

and personal data relating to criminal convictions and offences. 

 

The ICO has confirmed that there is no exemption for SMEs (as the following quote proves) – 

"I've heard plenty of people talking about there being a DPO exemption for SMEs - this is 

absolutely not the case."  Peter Brown, Senior Technology Officer, Information 

Commissioner's Office (ICO).   

Even if it has been established that there is no formal requirement to appoint a DPO, the ICO still advocate an 

appointment as good practice. Note that if a DPO is voluntarily appointed, they must comply with the full DPO 

requirements stated in GDPR. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-37-designation-of-the-data-protection-officer-GDPR.htm  

10.1. The appointment of a DPO 

The GDPR clearly stipulates (Article 38) that appointment of a DPO should be on the basis of “Professional 

qualities”; in particular 

 “expert knowledge of data protection law and practices”; and 

 “ability to fulfil” specific statutory tasks. 

In its recently published guidelines the Working Party defines certain minimum requirements regarding the 

DPO’s expertise and skills: 

 Level of expertise – The Working Party suggests an understanding of how to build, implement and 

manage data protection programmes is essential. The more complex or high-risk the data processing 

activities are, the greater the expertise the DPO will need. 

 Professional qualities – DPOs do not have to be lawyers, but they must have expertise in national and 

European data protection law, including in-depth knowledge of the GDPR. They must also have a 

reasonable understanding of the organisation’s technical infrastructure and be familiar with 

information technologies and data security. 

http://www.privacy-regulation.eu/en/article-37-designation-of-the-data-protection-officer-GDPR.htm
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 In the case of a public authority or body, the DPO should have a sound knowledge of its administrative 

rules and procedures. 

The GDPR also stipulates certain employer duties towards the DPO –and that they must: 

 Report to the highest management level of an organisation – i.e. board level. 

 Operate independently and cannot be dismissed or penalised for performing their task. 

 Be allocated adequate resources to enable an organisation to meet their GDPR obligations. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-38-position-of-the-data-protection-officer-GDPR.htm  

10.2. The tasks of a DPO 

The DPO’s minimum tasks are defined in Article 39: 

 To inform and advise the organisation and its employees about their obligations to comply with the 

GDPR and other data protection laws. 

 To monitor compliance with the GDPR and other data protection laws, including managing internal 

data protection activities, advise on data protection impact assessments; train staff and conduct 

internal audits. 

 To be the first point of contact for supervisory authorities and for individuals whose data is processed 

(employees, customers and so forth.). 

The role of DPO can be allocated to an existing employee so long as the professional duties of the employee 

are compatible with the duties of the DPO and do not lead to a conflict of interests.  The role can also be 

contracted out externally. 

EU General Data Protection Regulation (EU-GDPR) References: 

http://www.privacy-regulation.eu/en/article-39-tasks-of-the-data-protection-officer-GDPR.htm  

http://www.privacy-regulation.eu/en/article-38-position-of-the-data-protection-officer-GDPR.htm
http://www.privacy-regulation.eu/en/article-39-tasks-of-the-data-protection-officer-GDPR.htm
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11. Record-keeping (Article 30) 

GDPR Article 30 is all about “Records of Processing” Activities. 30(1) states 

that each Controller and, where applicable, the Controller's representative, 

shall maintain a record of processing activities under its responsibility. That 

record shall contain all of the following information:  

 the name and contact details of the Controller and, where 

applicable, the joint Controller, the Controller's representative and the data 

protection officer;  

 the purposes of the processing; 

 a description of the categories of data subjects and of the categories 

of personal data; 

 the categories of recipients to whom the personal data have been or will be disclosed including recipients 

in third countries or international organisations;  

 where applicable, transfers of personal data to a third country or an international organisation, including 

the identification of that third country or international organisation and, in the case of transfers referred to 

in the second subparagraph of Article 49(1), the documentation of suitable safeguards;  

 where possible, the envisaged time limits for erasure of the different categories of data;  

 where possible, a general description of the technical and organisational security measures referred to in 

Article 32(1).  

Article 30(2) states that each processor and, where applicable, the processor's representative shall maintain a 

record of all categories of processing activities carried out on behalf of a Controller, containing: 

 the name and contact details of the processor or processors and of each Controller on behalf of which the 

processor is acting, and, where applicable, of the Controller's or the processor's representative, and the 

data protection officer 

 the categories of processing carried out on behalf of each Controller; 

 where applicable, transfers of personal data to a third country or an international organisation, including 

the identification of that third country or international organisation and, in the case of transfers referred to 

in the second subparagraph of Article 49(1), the documentation of suitable safeguards;  

 where possible, a general description of the technical and organisational security measures referred to in 

Article 32(1). 

 

The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form. 

The Controller or the processor and, where applicable, the Controller's or the processor's representative, shall 

make the record available to the supervisory authority on request.  

The obligations referred to in paragraphs 1 and 2 shall not apply to an enterprise or an organisation employing 

fewer than 250 persons unless the processing it carries out is likely to result in a risk to the rights and freedoms 

of data subjects, the processing is not occasional, or the processing includes special categories of data as 

referred to in Article 9(1) or personal data relating to criminal convictions and offences referred to in Article 10.  
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What this requirement to record processing activity translates to is questions such as: 

 How does someone register on our website? 

 How do we log a service request? 

 How do we pay our staff? 

Data sets will inevitably be subject to multiple processing activities and be processed by different teams. For 

example, someone buying a project from an online store will have their personal data processed by the CRM 

team for marketing and the accounts team for invoicing.  Note that they’d have different retention periods in 

these cases which is important to consider when drafting privacy notices. 

It is worth reviewing Recital 82 which states that: 

“In order to demonstrate compliance with this Regulation, the Controller or processor should maintain records 

of processing activities under its responsibility. Each Controller and processor should be obliged to cooperate 

with the supervisory authority and make those records, on request, available to it, so that it might serve for 

monitoring those processing operations.” 

If Article 30 is applicable to your organisation, you should deploy a system that allows you to record all the 

information assets under your control, to record the internal ‘owners’ or ‘custodians’ of the data, the categories 

of data subjects and data collected, the purposes for processing, and the geographical location in which the 

data may be held. In reality, it is an excellent starting point on the road to compliance regardless of whether or 

not there is a legal requirement to keep records of processing. 
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12. Security (Article 32) and breach notification (Article s33-34) 

The GDPR takes data security very seriously, with Article 32 stating that 

“Taking into account the state of the art, the costs of implementation and 

the nature, scope, context and purposes of processing as well as the risk of 

varying likelihood and severity for the rights and freedoms of natural 

persons, the Controller and the processor shall implement appropriate 

technical and organisational measures to ensure a level of security 

appropriate to the risk, including inter alia as appropriate: 

 the pseudonymisation and encryption of personal data; 

 the ability to ensure the ongoing confidentiality, integrity, availability 

and resilience of processing systems and services; 

 the ability to restore the availability and access to personal data in a 

timely manner in the event of a physical or technical incident; 

 a process for regularly testing, assessing and evaluating the effectiveness of technical and 

organisational measures for ensuring the security of the processing.” 

In assessing the appropriate level of security account shall be taken in particular of the risks that are presented 

by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, 

or access to personal data transmitted, stored or otherwise processed. 

Adherence to an approved code of conduct as referred to in Article 40 or an approved certification mechanism 

as referred to in Article 42 may be used as an element by which to demonstrate compliance with the 

requirements set out in paragraph 1 of this Article. 

The Controller and processor shall take steps to ensure that any natural person acting under the authority of 

the Controller or the processor who has access to personal data does not process them except on instructions 

from the Controller unless he or she is required to do so by Union or Member State law. 

12.1. Reporting breaches to the Supervisory Authority (Article 33) 

Article 33 stipulates that Data Controllers are required to report a personal data breach to the competent 

Supervisory Authority without undue delay (the time frame stipulated is 72 hours after the breach is brought to 

the Controller’s attention.   

If notification is made after the expiry of the 72 hour period, the data Controller is expected to explain why the 

delay occurred. As a minimum, the notification must include:: 

 a description of the nature of the breach, including, where possible, the categories and approximate 

number of data subjects and personal data records concerned; 

 the name and contact details of the relevant Data Protection Officer or contact point; 

 the likely consequences of the data breach; and 

 measures taken or proposed by the Controller to address the breach and/or mitigate its effects. 

Notification to the Supervisory Authority is not mandatory if it is considered to pose no threat to the rights and 

freedoms of the data subject.  

https://gdpr-info.eu/art-40-gdpr/
https://gdpr-info.eu/art-42-gdpr/
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12.2. Communication of a personal data breach to the data subject 

(Article 34) 

In the unfortunate event that a personal data breach is deemed likely to result in a high risk to the freedoms 

and rights of the data subject, it falls to the Controller to communicate the breach to the data subject without 

undue delay. The communication must detail the nature of the breach in plain and clear language including (as 

a minimum): 

 the likely consequences of the data breach 

 the measures proposed or taken by the Controller to address the breach and/or to mitigate its effects. 

 the name and contact details of the Data Protection Officer or designated responsible contact; 

There is, however, no requirement to make a notification to the data subject where any of the following 

conditions have been satisfied: 

 (a) the Controller has implemented appropriate technical and organisational protection measures, and those 

measures were applied to the personal data affected by the personal data breach, in particular those that 

render the personal data unintelligible to any person who is not authorised to access it, such as encryption;  

 (b) the Controller has taken subsequent measures which ensure that the high risk to the rights and freedoms of 

data subjects referred to in paragraph 1 is no longer likely to materialise;  

(c) it would involve disproportionate effort. In such a case, there shall instead be a public communication or 

similar measure whereby the data subjects are informed in an equally effective manner. 

If the Controller has not already communicated the personal data breach to the data subject, the supervisory 

authority, having considered the likelihood of the personal data breach resulting in a high risk, may require it to 

do so or may decide that any of the conditions referred to above are met. 

12.3. Security and breach compliance tips 

 Identify your role – are you the data Controller or the processor?  

 Define clear lines of responsibility and ownership for dealing with cybersecurity and data security.  

Carry out regular risk assessments and act on them. 

 Ensure that up to date security is applied to all system.  This includes firewalls, encryption and 

authentication.  Test regularly by conducting Disaster Recovery (DR) scenario.  Apply patches to 

software to ensure that it is current and protects against any threats. 

 Develop a cybersecurity policy – regularly check that it is complied with.  For example, ensure that 

passwords are strong enough and have a mandatory change policy which individuals follow. 

 Ensure that access to personal data is restricted to those who actually need it.  Do not store or process 

personal data that is not actually needed.  

 Tidy up data into one centralised and protected environment such as a CRM system.  Don’t allow 

individuals to keep personal data ‘floating around’ in ad hoc spreadsheets and email clients. 

 Make use of the government's Cyber Essentials scheme and other regulator guidance on cybersecurity 

and data breaches. 

 Develop a detailed breach response plan including when to notify regulators and individuals as well as 

how to handle data breaches from a PR perspective.  
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13. Data transfers (Articles 44 to 50) 

The key principles surrounding data transfers will continue to apply when GDPR is enforced. However, it will 

also impose some significant differences relating to international transfers of personal data. 

13.1. What is the current legal position? 

Under the existing Data Protection Directive, businesses may only lawfully transfer personal data outside the 

European Economic Area (EEA) to a country that is listed as having adequate data protection in place. The 

European Commission approves particular countries by looking at the international commitments of that 

country and the privacy laws that they have in place.  The current list is available from the EC’s website here 

However, following the European Court of Justice decision in Case C-362/14 (Maximillian Schrems v Data 

Protection Commissioner), the US Department of Commerce’s U.S.-EU Safe Harbour Framework was considered 

to no longer provide adequate data protection.  On 12 July 2016, nine months after Safe Harbor was invalidated 

by the Schrems case, the European Commission did confirm the EU-U.S. Privacy Shield as a valid replacement. 

Whilst Privacy Shield is not referenced in the GDPR; the GDPR does incorporate the key requirements used to 

assess adequacy, which are set out in the Schrems decision.  

As things stand, personal data may be transferred to a third country if it is possible to establish a mechanism 

which provides an adequate level of data protection.  These can be one of the following: 

 Model Clauses (these are standard contractual clauses approved by the EU Commission) 

 Binding Corporate Rules 

 Authorised by an applicable derogation under the Directive. 

An added complication is that the implementation of the rules in relation to international transfers under the 

DPD varies from member state to member state.   

13.2. What will GDPR require? 

There are a number of broad similarities to the existing legislation whereby transfers will be allowed if they are 

to an adequate jurisdiction (i.e. the approved list above), or transferred from the EU to the US pursuant to 

Privacy Shield.  Under this arrangement, the EC has declared that the US does now maintain an adequate level 

of protection for personal data transferred to the US from the EU for those US businesses that have been 

allowed to self-certify with the US Department of Commerce as being compliant with Privacy Shield principles 

from 1 August 2016. 

Privacy Shield places strong obligations on US companies handling personal data, it imposes sanctions for non-

compliance and regulates the conditions for onward transfers of personal data to third parties.  A transfer of 

personal data from the EU to a US business that has been signed up to Privacy Shield is assumed to have been 

made in line with the Privacy Shield principles and therefore meets the standards of protection required by EU 

law. 

If no adequacy decision for the relevant third country/international organisation exists, transfers will be 

considered lawful if the Controller or processor has put in place appropriate safeguards, and enforceable rights 

and effective legal remedies are available to data subjects. Such appropriate safeguard mechanisms include: 

http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm
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 A legally binding instrument between public bodies; 

 Binding Corporate Rules which are now uniformly recognised as a valid data transfer mechanism across 

the EEA. There will still be a requirement to gain formal approval from the appropriate supervisory 

authorities.   As this will be on the basis of the consistency mechanism it should be easier to obtain. 

Binding Corporate Rules must be legally binding and enforceable against the exporter's group entities 

that receive the data, they grant enforceable rights to data subjects, and meet certain prescribed 

information requirements; 

 Model clauses adopted by the European Commission, or by a supervisory authority and approved by 

the Commission. The existing sets of model clauses will remain valid under the GDPR. In an important 

distinction from the current regime, businesses will no longer have to notify or receive approval from 

supervisory authorities to rely on model clauses as their basis for transfer; 

 An approved code of conduct by the competent supervisory authority or the EDPB and the 

Commission (depending on the scope that the Member States are affected by the processing 

activities), together with binding and enforceable commitments of the Controller or processor; or 

 An approved certification mechanism by an accredited certification body, together with binding and 

enforceable commitments of the Controller or processor in the third country to apply the appropriate 

safeguards. Certificates will be issued for three years and be subject to renewal or revocation if 

conditions are no longer met. 

The GDPR maintains essentially the same list of further derogations permitting transfers to non-adequate 

jurisdictions as under the Data Protection Directive, i.e. explicit consent, contractual necessity, litigation 

necessity, vital interests of the data subject and public register data. The GDPR should also, to some extent, 

harmonise the inconsistent application of the existing derogations. However, there are two significant changes: 

 A higher threshold for consent derogation, noting the more onerous conditions set by the GDPR for 

valid consent (see above). Exporters must now consider if the data subject has given explicit consent to 

the transfer, and been sufficiently informed of the possible risks of such transfer; and 

 A new (limited) derogation for transfers necessary for the legitimate interests of the Controller, 

provided that the transfer is not repetitive, concerns only a limited number of data subjects, the 

interests of the Controller do not override the interests or rights and freedoms of the data subjects, 

and the Controller has assessed (and documented) all the circumstances surrounding the data transfer 

and put adequate safeguards for the protection of personal data in place. Controllers must inform the 

supervisory authority of the transfer, and also inform the data subject of the transfer and basis for 

legitimate interests. This derogation only applies if the transfer cannot be based on the other grounds 

for transfer (adequacy decision, appropriate safeguards or other derogation). 

According to its work plan, the Article 29 Working Party will publish guidelines on data transfers based on 

binding corporate rules and contractual clauses in 2017. 
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14. Enforcement and fines – the ICO position 

The GDPR gives the ICO the power to fine organisations that don't comply 

with it.  If an organisation doesn't process an individual's data correctly, it 

can be fined. If it is supposed to have a Data Protection officer, but hasn’t 

appointed one, it can be fined. If there's a security breach, it can be fined. 

In the UK these monetary penalties will be decided upon by the ICO and 

the GDPR states that smaller offences could result in fines of up to €10 

million or two percent of a firm's global turnover (whichever is greater). 

Those with more serious consequences can have fines of up to €20 million 

or four percent of a firm's global turnover (whichever is greater). As things 

stand, the ICO can currently only fine to a maximum of £500,000. 

To end on a positive note, Elizabeth Denham, the UK's information commissioner, has stated that she is 

frustrated by the amount of "scaremongering" that is being bandied around.  

"The GDPR is a step change for data protection," she says.  "It's still an evolution, not a 

revolution". She adds that speculation that her office will try to make examples of 

companies by issuing large business-crippling fines isn't correct. "We wil l have the 

possibility of using larger fines when we are unsuccessful in getting compliance in other 

ways," she says. "But we've always preferred the carrot to the stick ". 

 


