
The General Data Protection Regulation (GDPR) will be introduced on the 25th May 2018. 
The General Data Protection Regulation replaces previous data protection laws as they are not 
sufficient in protecting the vast amount of information and personal data that is now processed 
on a daily basis. It’s important for business and individuals to understand and be prepared for the 
GDPR, in order to avoid the high fines and serious consciences of non-compliance.  

Some terminology associated with the GDPR may be confusing if you’ve never encountered them 
before and feel overwhelming, so we’ve created this GDPR glossary of key terms to help you fully 
understand the GDPR and its principles.

Glossary of Key Terms used in 
the General Data Protection 
Regulation (GDPR)

Data Controller
The person, public authority, agency or 
any other body which alone or jointly with 
others determines the purposes and means 
of the processing of personal data; where 
the purposes and means of processing are 
determined by Union law or Member State 
law, the controller or the specific criteria for 
his nomination may be designated by Union 
law or by Member State law. GDPR legal 
liability is not out-sourced, only multiplied.
‘The Data controller is whoever controls how, why 
and where personal data is used’

Data Processor 
Anyone who processes personal data on behalf 
of a data controller. In many cases, the data 
controller and data processor will be the entity. A 
data controller may have several data processors. 
Both data controller and data processors are 
accountable for ensuring compliance with the 
GDPR and are expected to take steps to ensure 
this.  
‘The data processor is anyone other than the 
data controller who processes and handles 
personal data’

Data Subject 
Someone whose personal data is processed 
by a controller or processor.

Data Protection Officer (DPO)
Tasked with formal responsibility for data 
protection compliance within an organisation.  The 
appointment of a DPO under the EU General 
Data Protection Regulation (GDPR) is made 
mandatory when the organisation is a public 
authority or body, Large-scale processing of 
special categories of data processing operations 
that require regular and systematic monitoring of 
data subjects on a large scale

Third Party 
Anyone other than the data subject, data 
controller, data processor or data protection 
officer who is authorised to process personal 
data under the authority of the data controller or 
processor.
‘If an individual or organisation cannot be 
identified as the data subject, data controller, 
data processor or data protection officer but still 
has involvement in data processing, they can be 
described as the third party’

Accountability 
The data controller is responsible for 
demonstrating compliance with the GDPR’s data 
protection principles and must, therefore, ensure 
that any data processors have measures in place 
to enable compliance with the GDPR. If there is 
a breach, however, both the data controller and 
data processor are liable.
‘Accountability describes who is liable and 
responsible for complying with GDPR’



Binding Corporate Rules (BCRs) 
A set of rules that allow multinational 
organisations to transfer personal data from the 
EU to their affiliates outside of the EU.

Consent 
Consent means offering individuals genuine 
choice and control and is defined as receiving a 
data subject’s agreement to process their data. 
Consent must be freely given, from an informed 
data subject. The agreement must also be specific 
and unambiguous. 
‘Consent is the term used when a data subject 
enters an agreement when giving their personal 
data, consent also signifies the importance of the 
data subject’s permission’

Data Breach
A data breach is described by the GDPR as a 
breach of security that lead to the destruction, 
loss, alteration, unauthorised disclosure of, or 
access to personal data. 
‘A data breach happens when personal data 
falls out of the data processors control and is no 
longer protected.’

Data Erasure
The right to erasure (right to be forgotten) means 
that there should be procedures in place for 
removing or deleting personal data easily and 
securely where there is no essential reason for 
possession and continued processing.

Data Minimisation 
You can only collect personal data that is 
needed to achieve an intended purpose. Personal 
data should be relevant and limited to what is 
necessary. Such data should also be updated 
when necessary. 
‘Data minimisation means only collecting personal 
data that is essential’

Data Protection Authority
The national authority who protects data privacy. 
In the UK, this is the Office of the Information 
Commissioner.

Data Subject Rights 
The data subject has the right to:
• Transparency (to be informed).
• Access the data.
• Rectify the data.
• Request that the data be erased.
• Restrict processing.
• Data portability.
• Object to the processing of data.
• Not to be subject to a decision based solely on 

automated processing.

Encrypted Data 
Personal data which has been translated into 
another form or code so that only people with 
specific access can read it.

EU-US and Swiss Privacy Shield 
This framework allows companies to comply 
with data protection requirements when data is 
transferred to, or via, the EU and Switzerland and 
the USA. 

Integrity & Confidentiality Security 
The ability to ensure the ongoing confidentiality, 
integrity, availability and resilience when 
processing Personal Data, while also using 
appropriate technical, organisational and security 
measures.

Legal Processing
For any personal data processing, the organisation 
must be able to specify that it has been 
processed on one of the following legal grounds; 
• Individuals consent.
• Contract with the individual (including pre-

contract arrangements).
• Complying with a legal obligation.
• If it is in the vital interest of the data subject.
• Necessary for a task in public interest or 

authority.

Privacy Impact Assessment 
A tool to identify what you actually need to carry 
out this information, also used to identify the 
privacy risks.



Profiling
Profiling can be considered to be any form of 
automated processing of personal data, using 
personal data to evaluate certain aspects 
relating to a person, in particular, to analyse or 
predict certain aspects concerning that person’s 
performance, economic situations, health, personal 
preferences, interests, reliability, behaviour, location 
or movement.
‘Profiling can be a process used to evaluate 
individual circumstances based on personal data 
they have provided’

Processing
This refers to any activity relating to personal 
data, from beginning to end. It includes the 
organising, altering, making use off, transferring, 
combining, holding and destruction of data, either 
electronically or manually.
‘Data processing means more or less, everything 
you could think of and then some.’

Pseudonymisation
The separation of data so that a direct link to 
an identity is not possible without additional 
information. This additional information should be 
held separately.

Purpose Limitation
This refers to using the information only for the 
specified, explicit and legitimate purposes for 
which the data was collected and not further 
processed in a manner that is incompatible with 
those purposes.
‘Only use personal data for the intention in which 
it has been collected and the purposes that the 
data subject has given consent to’ 

Special Category Personal Data
It encompasses the ‘processing of personal data, 
revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade-union 
membership, and the processing of genetic data 
and biometric data to uniquely identify a person 
or data concerning health or sex life and sexual 
orientation shall be prohibited.’ Criminal law lies 
outside the EU’s legislative competence, so data 
relating to criminal offences are therefore treated 
separately from Sensitive Personal Data.
‘Data Controllers should approach Special 
Category Personal Data with extreme caution’

It is important and helpful to understand the terminology used when 
describing GDPR. 

Knowing and being aware of these key terms will allow you to understand 
the responsibilities and roles GDPR places on different individuals, 

identify and understand the policies and procedures you must comply 
with and help you avoid non-compliance.
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